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I. Contact Details 

1. The Person Responsible 

The controller in terms of the EU General 
Data Protection Regulation (GDPR) and 
other national data protection laws of the 
member states as well as other data protec-
tion regulations is: 

Pro Bono Heidelberg 
– Studentische Rechtsberatung e.V. 

c/o StuRa der Universität Heidelberg 
Albert-Ueberle-Straße 3 

69120 Heidelberg 

The controller is represented by his execu-
tive board. 

2. The Data Protection Officer 

The data protection officer of Pro Bono Hei-
delberg e.V. is its first chairman. The data 
protection officer can be reached at 

Pro Bono Heidelberg 
– Studentische Rechtsberatung e.V., 

Datenschutzbeauftragter 
c/o StuRa der Universität Heidelberg 

Albert-Ueberle-Straße 3 
69120 Heidelberg 

 

e-mail: kontakt@probono-heidelberg.de 
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II. General Information on Data Pro-
cessing and the Data Protection No-
tices 

1. The Aim and Purpose of this Data 
Protection Notice 

With this data protection notice, the legal 
service provider informs the client in a gen-
eral way about the data processing by the le-
gal service provider and in a special way 
about the data processing in the context of 
the processing of a mandate. 
Furthermore, the legal service provider in-
forms the client about his or her rights in re-
lation to the processing of his or her data. 
The term "data processing" always refers to 
the processing of personal data. 

2. Categories of Personal Data 

The legal service provider processes the fol-
lowing categories of personal data: 

a) Processing under a Mandate 

The legal service provider processes the 
following data in the context of a man-
date: 

- the client's name, address and e-mail 
address, including telephone number 
if applicable (contact details) 

- and the data that the client has sent to 
the legal service provider to answer 
his or her legal questions (electroni-
cally by e-mail and, where appropri-
ate, by post) - i.e. essentially the de-
scription of the facts (case data) 

Such data may also have been transmit-
ted before the request for advice was 
made. Nevertheless, this data protection 

 
2 These are available here (in German): 

http://probono-heidelberg.de/wp-content/uploads/2020/04/Datenschutzhinweise-Website.pdf 

notice refers exclusively to the process-
ing of data in the context of a mandate. 

b) Processing without a Mandate 

If no consultancy mandate has yet been 
issued, the processing of data is gov-
erned by the data protection information 
provided by the legal service provider on 
its website.2 

3. Processors of Personal Data 

The legal service provider processes per-
sonal data in general by its members and 
in particular 

- by a team of advisers and the member 
of the advisory board assigned to the 
client's case in accordance with § 7 
subpara. 2 GTCM, 

- by its executive board 

- and by persons appointed by the ex-
ecutive board for special tasks (or-
ganisation team); these persons sup-
port the executive board in the man-
agement of the association. 

4. Recipients or Categories of Recipients 
of Personal Data 

If the legal service provider discloses data to 
other persons and companies within the 
scope of the client relationship, transfers it 
to them or otherwise grants them access to 
the data, this is done either on the basis of a 
legal authorisation (e.g. if transfer of the data 
to third parties in accordance with Art. 6 
para. 1 subpara. 1 lit. b) GDPR is necessary 
to fulfil the contract) or if the data subjects 
have consented or if a legal obligation pro-
vides for this. 
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5. Duration of Storage of Personal Data 

The criterion for the storage period is the re-
spective legal retention period. After expiry 
of this period, the corresponding data will be 
deleted, provided that they are no longer re-
quired for the achievement of the purpose, 
fulfilment of the contract or initiation of the 
contract. 

6. Transfers to Non-EU or Non-EEA 
Countries 

a) If the legal service provider processes 
data in a third country (i.e. outside the Eu-
ropean Union (EU) or the European Eco-
nomic Area (EEA)) or if this is done in 
the context of the use of third party ser-
vices or the disclosure or transfer of data 
to third parties, this will only take place if 
it is done either to fulfil its (pre-)contrac-
tual obligations or on the basis of the cli-
ent's consent or on the basis of a legal ob-
ligation or on the basis of its legitimate 
interests. 

b) Subject to legal or contractual permis-
sions, the legal service provider processes 
or allows the data to be processed in a 
third country only if the special require-
ments of Art. 44 et seq. GDPR are met. 
This means, for example, that the pro-
cessing is carried out on the basis of spe-
cial guarantees, such as the officially rec-
ognised determination of a level of data 
protection corresponding to that of the 
EU (e.g. for the USA through the "Pri-
vacy Shield") or in compliance with offi-
cially recognised special contractual ob-
ligations with the third party (so-called 
"standard contractual clauses") or only 
with the special consent of the client pur-
suant to Art. 49 para. 1 subpara. 1 lit. a) 
GDPR. 

III. Data Processing in the Context of a 
Mandate 

1. Description and Scope of Data Pro-
cessing 

a) As long as a mandate is being processed, 
the legal service provider uses both the 
contact details and case data of the client. 
However, only an assigned team of advi-
sors, the assigned member of the advisory 
board and the executive board and organ-
isation team have access to the data. 

b) The processing is carried out, among 
other things, by storing the data in a cloud 
and transmitting them via e-mail and a 
messenger service. This storage and 
transmission takes place by transferring 
data to third parties whose registered of-
fice and processing location is in the Eu-
ropean Union (EU) or the European Eco-
nomic Area (EEA). 

2. Legal Basis 

According to Art. 6 para. 1 subpara. 1 let-
ter b) GDPR, the legal basis for the data pro-
cessing is the consultancy mandate, the ful-
filment of which requires a fast and uncom-
plicated exchange of data within the associ-
ation structures. If the client does not make 
the contact detail and case data available for 
(complete) consultation, the legal service 
provider's obligation to provide advice as set 
out in § 11 GTCM cannot be (completely) 
fulfilled. 
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IV. Data Processing after Conclusion of a 
Mandate 

If a mandate is no longer processed, the data 
is used as follows: 

1. Storage of Contact Details and Case 
Data with Real Names 

a) Description and Scope of Data Pro-
cessing 

Only the executive board and the organ-
isation team have access to the contact 
details and case data with real names. 
The data will only be used if this be-
comes necessary because of the underly-
ing mandate (i.e. in particular to clarify 
and defend any claims that may be made 
against the legal service provider). 

b) Storage Period 

The contact details and case data with 
real names will be stored digitally for a 
period of ten years. 

c) Legal Basis 

The legal basis for the ten-year storage 
of contact details and case data with real 
names is Art. 6 para. 1 subpara. 1 let-
ter f) GDPR, because the legal service 
provider has a legitimate interest in the 
storage until possible claims are statute-
barred according to § 199 para. 3 sen-
tence 1 no. 1 German Civil Code (BGB). 

2. Anonymous Storage of Case Data 

a) Description and Scope of Data Pro-
cessing 

The case data is stored digitally and 
anonymously. The data is stored on serv-
ers that are operated within the European 
Union (EU) or the European Economic 
Area (EEA) and are therefore subject to 

the GDPR. Every member of the legal 
service provider has access to these serv-
ers. Thus, the members of the associa-
tion have the possibility to obtain, if re-
quired, a sample for the solution of a spe-
cific legal or actual problem, and in this 
way to maintain and increase the quality 
of the advice provided by Pro Bono Hei-
delberg e.V. 

b) Storage Period 

The anonymised case data is stored per-
manently. 

c) Legal Basis 

The legal basis for the anonymised stor-
age of case data is a legitimate interest of 
the legal service provider pursuant to 
Art. 6 para. 1 subpara. 1 letter f) 
DSGVO, because the legal service pro-
vider must be able to rely on anonymised 
expert opinions for quality assurance and 
enhancement (see IV. 2 letter a)). 

d) Option of Removal: Right to Object 

Pursuant to Art. 21 para. 1 sentence 1 
GDPR, the client may object at any time 
to the type of processing of anonymised 
case data specified in letter a). If the le-
gal service provider receives the objec-
tion, it deletes the anonymised case data, 
insofar as it can still be attributed to the 
client. An e-mail with the subject line 
"Objection to the processing of my anon-
ymised case data", which must contain 
the name of the client, to the following 
address is sufficient for the objection: 

kontakt@probono-heidelberg.de 
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3. Publication of the Anonymised Case 
Data in the Association's Internal 
Newsletter and on Social Media Plat-
forms 

a) Description and Scope of Data Pro-
cessing 

In individual cases, the legal service pro-
vider transmits the case data in com-
pletely anonymous form on social media 
platforms to the public and through an e-
mail distribution list to its members. This 
is done in order to provide information 
on which cases the legal service provider 
has currently concluded (newsletter and 
social media publication). The purpose 
is to be able to present the current devel-
opments and activities in the association 
as widely as possible; among other 
things, this documents the vitality of the 
association's life. 

b) Legal Basis 

The legal basis for the publication of 
case data in the newsletter and on social 
media platforms is a consent of the client 
according to Art. 49 para. 1 subpara. 1 
letter a) GDPR. 

V. Rights of the Client 

The client is entitled to the following rights 
in connection with the processing of his or 
her personal data: 

1. Right of Access 

a) The client has the right to obtain confir-
mation from the legal service provider as 
to whether or not personal data concern-
ing him or her are being processed; if this 
is the case, the client has the right to be 
informed of such personal data and to re-
ceive the following information: 

aa) the processing purposes; 

bb) the categories of personal data pro-
cessed; 

cc) the recipients or categories of recipi-
ents to whom the personal data have 
been or will be disclosed, in particular 
to recipients in third countries or in-
ternational organisations; 

dd) if possible, the planned duration for 
which the personal data will be stored 
or, if this is not possible, the criteria 
for determining this duration; 

ee) the existence of a right of rectification 
or erasure of personal data relating to 
him or her or of a restriction on pro-
cessing by the controller or a right to 
object to such processing; 

ff) the existence of a right of appeal to a 
supervisory authority; 

gg) if the personal data are not collected 
from the data subject, all available in-
formation on the origin of the data; 

hh) the existence of automated decision-
making, including profiling in ac-
cordance with Art. 22 para. 1 and 
para. 4 GDPR and - at least in these 
cases - meaningful information on the 
logic involved and the scope and in-
tended consequences of such pro-
cessing for the data subject. 

ii) If personal data are transferred to a 
third country or to an international or-
ganisation, the data subject has the 
right to be informed of the appropri-
ate safeguards pursuant to Art. 46 
GDPR in connection with the trans-
fer. 
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3. Right to Rectification 

The client has the right to request the legal 
service provider to correct incorrect per-
sonal data concerning him or her without de-
lay. Taking into account the purposes of pro-
cessing, the client has the right to request the 
completion of incomplete personal data, in-
cluding by means of a supplementary decla-
ration. 

2. Right to Erasure 

a) Conditions of the Right to Erasure 
The client has the right to request the le-
gal service provider to delete personal 
data concerning him or her without de-
lay, and the legal service provider is 
obliged to delete personal data without 
delay if one of the following reasons ap-
plies: 

aa) The personal data are no longer nec-
essary for the purposes for which they 
were collected or otherwise pro-
cessed. 

bb) The client withdraws his or her con-
sent on which the processing was 
based pursuant to Art. 6 para. 1 sub-
para. 1 letter a) or Art. 9 para. 2 letter 
a) GDPR, and there is no other legal 
basis for the processing. 

cc) The client lodges an objection to the 
processing pursuant to Art. 21 para. 1 
sentence 1 GDPR and there are no 
overriding legitimate reasons for the 
processing, or the client lodges an ob-
jection to the processing pursuant to 
Art. 21 para. 2 DSGVO. 

dd) The personal data were processed un-
lawfully. 

ee) The deletion of personal data is nec-
essary to comply with a legal obliga-
tion under Union or national law to 
which the legal service provider is 
subject. 

ff) The personal data was collected in re-
lation to information society services 
offered in accordance with Art. 8 
para. 1 GDPR. 

b) Scope of the Right to Erasure upon 
Publication of the Personal Data 
If the legal service provider has made the 
personal data public and is obliged to de-
lete them in accordance with letter a), it 
shall take reasonable measures, includ-
ing technical measures, taking into ac-
count available technology and imple-
mentation costs, to inform data control-
lers who process the personal data that 
the client has requested the erasure of all 
links to these personal data or copies or 
replications of these personal data. 

c) Exclusion of the Right to Erasure 

Even if the conditions in letters a) and b) 
are fulfilled, these regulations do not ap-
ply insofar as the processing is necessary 

aa) to exercise the right to freedom of ex-
pression and information; 

bb) to comply with a legal obligation re-
quiring processing under Union or 
national law to which the legal ser-
vice provider is subject or to perform 
a task carried out in the public interest 
or in the exercise of official authority 
vested in the legal service provider; 
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cc) for reasons of public interest in the 
field of public health pursuant to 
Art. 9 para. 2 letter h) and i) and 
Art. 9 para. 3 GDPR; 

dd) for archival, scientific or historical re-
search purposes in the public interest 
or for statistical purposes pursuant to 
Art. 89 para. 1 GDPR, insofar as the 
right to erasure referred to in letter a) 
is likely to render impossible or seri-
ously prejudice the attainment of the 
purposes of such processing, or 

ee) to assert, exercise or defend legal 
claims. 

3. Right to Restriction of processing 

a) The client shall have the right to request 
the legal service provider to restrict the 
processing if one of the following condi-
tions is met: 

aa) the accuracy of the personal data is 
contested by the client, for a period 
allowing the legal service provider to 
verify the accuracy of the personal 
data 

bb) the processing is unlawful and the cli-
ent refuses the erasure of the personal 
data and requests instead the re-
striction of the use of the personal 
data 

cc) the legal service provider no longer 
needs the personal data for the pur-
poses of the processing, but the client 
needs them in order to assert, exercise 
or defend legal claims or 

dd) the client has lodged an objection to 
the processing pursuant to Art. 21 
para. 1 sentence 1 GDPR as long as it 
is not yet clear whether the legitimate 

reasons of the legal service provider 
within the meaning of Art. 21 para. 1 
sentence 2 Hs. 2 GDPR outweigh 
those of the client. 

b) If the processing has been restricted in ac-
cordance with letter a), these personal 
data - apart from their storage - may only 
be processed with the consent of the cli-
ent or for the purpose of asserting, exer-
cising or defending legal claims or pro-
tecting the rights of another natural or le-
gal person or for reasons of an important 
public interest of the Union or a Member 
State. 

4. Right to Data Portability 

a) The client has the right to receive the per-
sonal data concerning him or her, which 
he or she has provided to the legal service 
provider, in a structured, common and 
machine-readable format, and has the 
right to transfer this data to another re-
sponsible person without interference 
from the legal service provider, provided 
that 

aa) the processing is based on a consent 
pursuant to Art. 6 para. 1 subpara. 1 
letter a) or Art. 9 para. 2 letter a) 
GDPR or on a contract pursuant to 
Art. 6 para. 1 subpara. 1 letter b) 
GDPR and 

bb) the processing is carried out using au-
tomated procedures. 

b) When exercising his or her right to data 
portability under letter a), the client has 
the right to obtain that the personal data 
be directly transferred from one control-
ler to another controller, as far as this is 
technically feasible. 
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c) The right under letter a) shall not ad-
versely affect the rights and freedoms of 
other persons. 

d) The right under lit. b) shall not apply to 
processing necessary for the performance 
of a task carried out in the public interest 
or in the exercise of official authority 
vested in the controller. 

5. Right to Object 

a) The client has the right to object at any 
time, for reasons arising from his or her 
particular situation, to the processing of 
personal data concerning them on the ba-
sis of Art. 6 para. 1 subpara. 1 letter e) or 
f) GDPR; this also applies to profiling 
based on these provisions.  

b) In the event of an objection, the legal ser-
vice provider shall no longer process the 
personal data unless it can demonstrate 
compelling legitimate reasons for pro-
cessing which outweigh the interests, 
rights and freedoms of the data subject, or 
the processing is necessary for the estab-
lishment, exercise or defence of legal 
claims. 

c) In the context of the use of Information 
Society services, notwithstanding Di-
rective 2002/58/EC, the client may exer-
cise his or her right to object by means of 
automated procedures using technical 
specifications. 

d) The objection may be sent to 

kontakt@probono-heidelberg.de 

and must specify the processing against 
which objection is being made. 

6. Right to Withdraw 
The client has the right to withdraw his or 
her consent to data processing at any time. 
The withdrawal of the consent does not af-
fect the lawfulness of the processing carried 
out on the basis of the consent until the with-
drawal. 

7. Right to Complain to a Supervisory 
Authority 

Without prejudice to any other administra-
tive or judicial remedy, the client shall have 
the right to lodge a complaint with a super-
visory authority, in particular in the Member 
State in which he or she is resident, at his or 
her place of work or at the place where the 
alleged infringement occurred, if the client 
considers that the processing of personal 
data relating to him or her is in breach of this 
Regulation. The client has the right to re-
voke his or her data protection consent at 
any time. Revocation of the consent shall not 
affect the lawfulness of the processing car-
ried out on the basis of the consent until rev-
ocation. 


